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DETAILED ACTION 

1 . This office action is in response to Applicant's amendment filed on June 5, 2006. 
Claims 1, 11, 18, 26, 28 and 30 have been amended. Claims 1-5 and 7-31 are pending. 

Response to Arguments 

2. Applicant's arguments filed on June 5, 2006 have been considered but are moot 
in view of the new ground(s) of rejection. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. Claims 1-5, 7-13 and 15-17 and 30-31 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Okamoto et al. United States Letters Patent Number 6,732,106 
in view of Fung et al. United States Publication Number 2001/0052077 and in view of 
Arima United States Pulication Number 2002/0035516 and in view of Ginter et al. 
(hereinafter Ginter) U.S. Patent Number 6,948,070. 

As per claims 1, 30 and 31: 

Okamoto et al. teach a framework for controlling access rights to digital content 
in a distributed information system comprising: 
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first storage means for storing a reference to a user registered in said framework; 
(Col. 4, lines 65-67 and Col. 10, lines 14-15) 

second storage means for storing a reference to digital content registered for 
said user; (Col. 6, lines 16-18) and, 

Okamoto et al. do not explicitly disclose a third storage means for storing a 
reference to a digital secure repository registered for said user, the digital secure 
repository containing storage means for storing a unique identifier and a reference to 
said digital content, said digital secure repository being associated with said user 
independently of a particular user device and storing access rights to said digital content 
granted to said user by a provider and a list of authorized rendering devices on which 
said user is allowed to render said digital content on an authorized rendering device in 
accordance with the access rights stored in said digital secure repository without 
requiring addition authorization from an external authority. 

Fung et al. in analogous art, however, disclose storage means for storing a 
reference to a digital secure repository registered for said user, the digital secure 
repository containing storage means for storing a unique identifier and a reference to 
said digital content. (Page 1, paragraph 8; Page 3, paragraph 36; "digital secure 
repository" is interpreted as "universal mobile ID": -the interpretation is given based on 
the similarity of the functionality of the "digital secure repository" and the "universal 
mobile ID") 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the device disclosed by Okamoto et al. to 
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include storage means for storing a reference to a digital secure repository registered 
for said user, the digital secure repository containing storage means for storing a unique 
identifier and a reference to said digital content. This modification would have been 
obvious because a person having ordinary skill in the art would have been motivated to 
do so, as suggested by, Fung et al. (Page 5, paragraph 7) in order to prevent an 
authorized user from transferring to non-authorized users a key or other embodiments 
of a right that would allow the non-authorized users to access the for-pay content. 

Both references do not explicitly disclose a digital secure repository being 
associated with said user independently of a particular user device and storing access 
rights to said digital content granted to said user by a provider and a list of authorized 
rendering devices on which said user is allowed to render said digital content on an 
authorized rendering device in accordance with the access rights stored in said digital 
secure repository without requiring addition authorization from an external authority. 

Arima in analogous art, however discloses a storing unit that is being associated 
with said user independently of a particular user device and storing access rights to said 
digital content granted to said user by a provider and a list of authorized rendering 
devices on which said user is allowed to render said digital content on an authorized 
rendering device in accordance with the access rights stored in said digital secure 
repository without requiring addition authorization from an external authority. (Page 3, 
paragraph 30; Page 4, paragraph 46) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the device disclosed by Okamoto et al. 
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and Fung et al. to include a digital secure repository being associated with said user 
independently of a particular user device and storing access rights to said digital content 
granted to said user by a provider and a list of authorized rendering devices on which 
said user is allowed to render said digital content on an authorized rendering device in 
accordance with the access rights stored in said digital secure repository without 
requiring addition authorization from an external authority. This modification would have 
been obvious because a person having ordinary skill in the art would have been 
motivated to do so, as suggested by, Arima (Abstract) in order to create a storing unit to 
store the digital contents ordered by a customer and creating a list for transmission to a 
player terminal and a transmitter that sends content selected by a customer to another 
player terminal. This way, the digital content is accessed by authorized customer and is 
transmitted to one or more player terminals registered as authorized terminals. 

In addition, Arima further discloses a sales center server has a storage for storing 
information on the Website accessed by the user terminal and information on digital 
contents. The sales center has a function of accepting a purchase request for digital 
contents from the user and accessing the server having the customer's digital contents 
rack as a delivery destination. (Page 3, paragraph 32) 

None of the references explicitly disclose a digital secure repository being 
accessible to said user independently of said provider. Ginter in analogous art, 
however, discloses a digital secure repository being accessible to said user 
independently of said provider. (Col. 33, lines 10-15) Therefore, it would have been 
obvious to one ordinary skill in the art at the time the invention was made to modify the 
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method disclosed by Okamoto, Fung and Arima with Ginter in order to have a virtual 
distribution system that may be used to protect rights of various participants in 
electronic commerce or other electronic facilitated transactions. (Abstract; Ginter) 
As per claim 2: 

The combination of Okamoto, Fung, Arima and Ginter teaches all the subject 
matter as discussed above. In addition, Okamoto et al. further disclose a framework 
comprising: fourth storage means for storing a reference to an authorized rendering 
device registered for said user. (Col. 4, lines 60-65) 
As per claim 3: 

The combination of Okamoto, Fung, Arima and Ginter teaches all the subject 
matter as discussed above. In addition, Fung et al. further disclose a framework 
comprising: a communication link for establishing communication to one or more of the 
set of said secure repository and said rendering device. (Page 1, paragraph 8, ...each 
client is associated with a universal mobile ID...) 
As per claim 4: 

The combination of Okamoto, Fung, Arima and Ginter teaches all the subject 
matter as discussed above. In addition, Fung et al. further disclose a framework wherein 
said secure repository further comprises storage means for storing a digital key for 
decrypting said digital content. (Page 4, paragraph 53 and Page 5, paragraph 54) 
As per claim 5: 

The combination of Okamoto et al., Fung et al. and Arima teaches all the subject 
matter as discussed above. In addition, Fung et al. further disclose a framework wherein 
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said secure repository further comprises storage means for storing said list of 
authorized rendering device. (Page 1 , paragraph 8) 
As per claim 7: 

The combination of Okamoto, Fung, Arima and Ginter teaches all the subject 
matter as discussed above. In addition, Fung et al. further disclose a framework wherein 
said secure repository further comprises storage means for storing a reference to said 
user. (Page 1, paragraph 8) 
As per claim 8: 

The combination of Okamoto, Fung, Arima and Ginter teaches all the subject 
matter as discussed above. In addition, Fung et al. further disclose a framework wherein 
said secure repository further comprises a communication link for establishing 
communication to one or more of the set of said framework and said an authorized 
rendering device. (Page 1, paragraph 8; ...each client is associated with a universal 
mobile ID... ; Page 2, paragraph 15) 
As per claim 9: 

The combination of Okamoto, Fung, Arima and Ginter teaches all the subject 
matter as discussed above. In addition, Okamoto et al. further disclose a framework 
wherein the framework is realized as a set of web applications forming an Internet web 
site. (Col. 9, lines 42-43 and Col. 11, lines 16-18) 
As per claim 10: 

The combination of Okamoto, Fung, Arima and Ginter teaches all the subject 
matter as discussed above. In addition, Okamoto et al. further disclose an Internet web 
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site offering a framework for controlling access rights to digital content in a distributed 
information system. (Col. 9, lines 44-47) 
As per claims 1 1 and 17: 

Okamoto et al. teach a method for controlling access rights to digital content in a 
distributed information system comprising the steps of: 

registering a user with a framework for controlling access rights to digital content 
in said distributed information system; (Col. 12, lines 42-46) 

registering digital content for said user. (Col. 13, lines 38-41) 

Okamoto et al. do not explicitly disclose a digital secure repository being 
associated with said user independently of a particular device, said digital secure 
repository storing access rights to said digital content granted to said user by a provider 
and a list of authorized rendering devices on which said user is allowed to render said 
digital content; and controlling the rendering of said digital content in accordance with 
the access rights to said digital content and the list of authorized rendering devices 
stored in said digital secure repository so as to allow said user to render said digital 
content on an authorized rendering device in accordance with the access rights stored 
in said digital secure repository requiring additional authorization from an external 
authority. 

Fung et al. in analogous art, however, disclose registering a digital secure 
repository and digital content registered for said user for storing access rights to said 
digital content granted to said user by a provider and controlling the rendering of said 
digital content in accordance with the access rights to said digital content. (Page 1 , 
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paragraph 8; Page 2, Paragraph 15; Page 3, paragraph 36; "digital secure repository" is 
interpreted as "universal mobile ID": -the interpretation is given based on the similarity of 
the functionality of the "digital secure repository" and the "universal mobile ID") 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the device disclosed by Okamoto et al. to 
include registering a digital secure repository and digital content registered for said user 
for storing access rights to said digital content granted to said user by a provider and 
controlling the rendering of said digital content in accordance with the access rights to 
said digital content. This modification would have been obvious because a person 
having ordinary skill in the art would have been motivated to do so, as suggested by, 
Fung et al. (Page 5, paragraph 7) in order to prevent an authorized user from 
transferring to non-authorized users a key or other embodiments of a right that would 
allow the non-authorized users to access the for-pay content. 

Both references do not explicitly disclose a digital secure repository being 
associated with said user independently of a particular device, a list of authorized 
rendering devices on which said user is allowed to render said digital content; and 
controlling the rendering of said digital content in accordance with the access rights to 
said digital content and the list of authorized rendering devices stored in said digital 
secure repository so as to allow said user to render said digital content on an authorized 
rendering device in accordance with the access rights stored in said digital secure 
repository without requiring additional authorization from an external authority. 
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Arima in analogous art, however discloses a storing unit that is being associated 
with said user independently of a particular user device and storing access rights to said 
digital content granted to said user by a provider and a list of authorized rendering 
devices on which said user is allowed to render said digital content on an authorized 
rendering device in accordance with the access rights stored in said digital secure 
repository without requiring addition authorization from an external authority. (Page 3, 
paragraph 30; Page 4, paragraph 46) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the device disclosed by Okamoto et al. 
and Fung et al. to include a digital secure repository being associated with said user 
independently of a particular user device and storing access rights to said digital content 
granted to said user by a provider and a list of authorized rendering devices on which 
said user is allowed to render said digital content on an authorized rendering device in 
accordance with the access rights stored in said digital secure repository without 
requiring addition authorization from an external authority. This modification would have 
been obvious because a person having ordinary skill in the art would have been 
motivated to do so, as suggested by, Arima (Abstract) in order to create a storing unit to 
store the digital contents ordered by a customer and creating a list for transmission to a 
player terminal and a transmitter that sends content selected by a customer to another 
player terminal. This way, the digital content is accessed by authorized customer and is 
transmitted to one or more player terminals registered as authorized terminals. 
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In addition, Arima further discloses a sales center server has a storage for storing 
information on the website accessed by the user terminal and information on digital 
contents. The sales center has a function of accepting a purchase request for digital 
contents from the user and accessing the server having the customer's digital contents 
rack as a delivery destination. (Page 3, paragraph 32) 

None of the references explicitly disclose a digital secure repository being 
accessible to said user independently of said provider. Ginter in analogous art, 
however, discloses a digital secure repository being accessible to said user 
independently of said provider. (Col. 33, lines 10-15) Therefore, it would have been 
obvious to one ordinary skill in the art at the time the invention was made to modify the 
method disclosed by Okamoto, Fung and Arima with Ginter in order to have a virtual 
distribution system that may be used to protect rights of various participants in 
electronic commerce or other electronic facilitated transactions. (Abstract; Ginter) 
As per claim 12: 

The combination of Okamoto, Fung, Arima and Ginter teaches all the subject 
matter as discussed above. In addition, Okamato et al. further disclose a method 
wherein registering a user further comprises the steps of: storing a reference to said 
user. (Col. 12, lines 65-67) 

Fung et al. further disclose a method wherein registering a user further 
comprises the steps of: 



Application/Control Number: 09/982,203 Page 12 

Art Unit: 2137 

receiving a message from said user comprising a reference to said digital secure 
repository; (Page 2, paragraph 15; ...a user accesses server content by first issuing a 
request to the server along with his UMID.) 

validating said reference to said digital secure repository; (Page 2, paragraph 15) 
As per claim 13: 

The combination of Okamoto et al., Fung et al. and Arima teaches all the subject 
matter as discussed above. In addition, Okamoto et al. further disclose a method 
wherein registering a digital secure repository further comprises the steps of: 

storing a reference to said issued digital secure repository and sending it to the 
user. (Col. 17, lines 14-15) 

Fung et al. further disclose a method wherein registering a digital secure 
repository further comprises the steps of: 

receiving a message from said user comprising credentials of the user; (Page 4, 
paragraph 45) 

validating said credentials; and (Page 4, paragraph 45) 

if the credentials are valid, issuing a new digital secure repository; (Page 4, 
paragraph 45) and 
As per claim 15: 

The combination of Okamoto, Fung, Arima and Ginter teaches all the subject 
matter as discussed above. In addition, Arima further disclose a method comprising the 
step of registering an authorized rendering device for said user. (Page 3, paragraph 20) 
As per claim 16: 
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The combination of Okamoto, Fung, Arima and Ginter teaches all the subject 
matter as discussed above. In addition, Okamoto et al. further disclose a method 
wherein registering a rendering device further comprises the steps of: 

receiving a message from said user comprising credentials of the user and a 
reference to said rendering device to be registered; (Col. 12, lines 6-8 and Col. 4, lines 
62-65) 

validating said credentials; (Col. 17, lines 54-56) 
if the credentials are valid, storing the reference of the rendering device 
associated with said user. (Col. 10, lines 15-17) 

5. Claims 14 and 18-29 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Okamoto et al. United States Letters Patent Number 6,732,106 in view of Fung et 
al. United States Publication Number 2001/0052077 and in view of Arima Japanese 
Patent No. 286621/2000 and in view of Ginter et al. (hereinafter Ginter) U.S. Patent 
Number 6,948,070 and further in view of Olson et al. United States Publication Number 
US 2002/0003878. 
As per claim 14: 

The combination of Okamoto, Fung, Arima and Ginter teaches all the subject 
matter as discussed above. In addition, Fung et al. further disclose a method wherein 
registering digital content further comprises the steps of: 

receiving a message from said user comprising an order request and a reference 
to the digital secure repository registered for said user; (Page 2, paragraph 15; ...a user 
accesses server content by first issuing a request to the server along with his UMID.) 



Application/Control Number: 09/982,203 Page 14 

Art Unit: 2137 

validating said reference; and (Page 2, paragraph 15) 

if the reference is valid, performing purchase formalities; (Page 2, paragraph 15) 

returning the encrypted document encryption key to the user and registering the 
purchased digital content for said user. (Page 2, paragraph 15) 

None of the references, however, explicitly disclose encrypting the document 
encryption key associated with the requested digital content with the public key 
associated with said digital secure repository. 

Olsen et al. in analogous art, however, disclose encrypting the document 
encryption key associated with the requested digital content with the public key 
associated with said digital secure repository. (Page 4, paragraph 54; ...a public key 
system is used to cipher the video decryption keys, ...) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the device disclosed by Okamoto et al., 
Fung et al., Arima and Ginter to include encrypting the document encryption key 
associated with the requested digital content with the public key associated with said 
digital secure repository. This modification would have been obvious because a person 
having ordinary skill in the art would have been motivated to do so, as suggested by, 
Olsen et al. (Page 5, paragraph 55) in order to protect the keys during transmission 
from Content Distribution Portal to the Rendering Device. 
As per claims 18 and 25: 

Okamoto et al. teach a method for rendering digital content on a rendering device 
comprising the steps of: 
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receiving a request for rendering digital content in a predetermined form;(Col.6 , 
lines 25-27) 

reading information about access rights granted; (Col. 6, lines 28-35) 

decrypting the document encryption key with the private key associated with said 
rendering device; (Col. 3, lines 57-58) 

decrypting said digital content with said document encryption key; and rendering 
said digital content in the requested form. (Col. 2, lines 4-5 and Col. 3, line 61) 

Okamoto et al. do not explicitly disclose a digital secure repository being 
associated with said user independently of a particular device, said digital secure 
repository storing access rights to said digital content granted to said user by a provider 
and a list of authorized rendering devices on which said user is allowed to render said 
digital content; and rendering said digital content in the requested from so as to allow 
said user to render said digital content on an authorized rendering device in accordance 
with the access rights stored in said digital secure repository requiring additional 
authorization from an external authority. 

Fung et al. in analogous art, however, disclose registering a digital secure 
repository registered for said user. (Page 2, Paragraph 15) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the device disclosed by Okamoto et al. to 
include storage means for storing a reference to a digital secure repository registered 
for said user, the digital secure repository containing storage means for storing a unique 
identifier and a reference to said digital content. This modification would have been 
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obvious because a person having ordinary skill in the art would have been motivated to 
do so, as suggested by, Fung et al. (Page 5, paragraph 7) in order to prevent an 
authorized user from transferring to non-authorized users a key or other embodiments 
of a right that would allow the non-authorized users to access the for-pay content. 

Both references do not explicitly disclose a storing unit that is being associated 
with said user independently of a particular device, said digital secure repository storing 
access rights to said digital content granted to said user by a provider and a list of 
authorized rendering devices on which said user is allowed to render said digital 
content; and rendering said digital content in the requested from so as to allow said user 
to render said digital content on an authorized rendering device in accordance with the 
access rights stored in said digital secure repository requiring additional authorization 
from an external authority. 

Arima in analogous art, however discloses a storing unit that is being associated 
with said user independently of a particular user device and storing access rights to said 
digital content granted to said user by a provider and a list of authorized rendering 
devices on which said user is allowed to render said digital content on an authorized 
rendering device in accordance with the access rights stored in said digital secure 
repository without requiring addition authorization from an external authority. (Page 3, 
paragraph 30; Page 4, paragraph 46) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the device disclosed by Okamoto et al. 
and Fung et al. to include a digital secure repository being associated with said user 
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independently of a particular user device and storing access rights to said digital content 
granted to said user by a provider and a list of authorized rendering devices on which 
said user is allowed to render said digital content on an authorized rendering device in 
accordance with the access rights stored in said digital secure repository without 
requiring addition authorization from an external authority. This modification would have 
been obvious because a person having ordinary skill in the art would have been 
motivated to do so, as suggested by, Arima (Abstract) in order to create a storing unit to 
store the digital contents ordered by a customer and creating a list for transmission to a 
player terminal and a transmitter that sends content selected by a customer to another 
player terminal. This way, the digital content is accessed by authorized customer and is 
transmitted to one or more player terminals registered as authorized terminals. 

In addition, Arima further discloses a sales center server has a storage for storing 
information on the website accessed by the user terminal and information on digital 
contents. The sales center has a function of accepting a purchase request for digital 
contents from the user and accessing the server having the customer's digital contents 
rack as a delivery destination. (Page 3, paragraph 32) 

None of the references explicitly disclose a digital secure repository being 
accessible to said user independently of said provider. Ginter in analogous art, 
however, discloses a digital secure repository being accessible to said user 
independently of said provider. (Col. 33, lines 10-15) Therefore, it would have been 
obvious to one ordinary skill in the art at the time the invention was made to modify the 
method disclosed by Okamoto, Fung and Arima with Ginter in order to have a virtual 
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distribution system that may be used to protect rights of various participants in 
electronic commerce or other electronic facilitated transactions. (Abstract; Ginter) 

None of the references, however, explicitly disclose getting a document 
encryption key encrypted with the public key associated with said rendering device. 
Olsen et al. in analogous art, however, disclose getting a document encryption key 
encrypted with the public key associated with said rendering device. (Page 4, paragraph 
54; ...a public key system is used to cipher the video decryption keys, ...) Therefore, it 
would have been obvious to a person having ordinary skill in the art at the time the 
invention was made to modify the device disclosed by Okamoto et al. Fung et al., Arima 
and Ginter to include encrypting the document encryption key associated with the 
requested digital content with the public key associated with said digital secure 
repository. This modification would have been obvious because a person having 
ordinary skill in the art would have been motivated to do so, as suggested by, Olsen et 
al. (Page 5, paragraph 55) in order to protect the keys during transmission from Content 
distribution server to the rendering device. 
As per claim 19: 

The combination of Okamoto et al., Fung et al., Arima, Ginter and Olsen et al. 
teach all the subject matter as discussed above. In addition, Okamoto et al. further 
disclose a method wherein the step of getting a document encryption key further 
comprises the steps: 
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determining from a storage device associated with said rendering device whether 
or not the digital content is bound to said rendering device and if yes receiving said 
document encryption key from said storage device. (Col. 6, lines 48 and lines 56-57) 
As per claim 20: 

The combination of Okamoto et al., Fung et al., Arima, Ginter and Olsen et al. 
teach all the subject matter as discussed above. In addition, Fung et al. further disclose 
a method wherein the step of getting a document encryption key further comprises the 
step of receiving said document encryption key from a digital secure repository. (Page 
2, paragraph 15;. ..The user then decrypts the encrypted content using both his secret 
PIN and the content-specific key...) 
As per claim 21: 

The combination of Okamoto et al., Fung et al., Arima, Ginter and Olsen et al. 
teach all the subject matter as discussed above. In addition, Fung et al. further disclose 
a method wherein the step of reading from a digital secure repository further comprises 
the step of communicating with said digital secure repository over a communication link. 
(Page 1, paragraph 8, ...each client is associated with a universal mobile ID...) 
As per claim 22: 

The combination of Okamoto et al., Fung et al., Arima, Ginter and Olsen et al. 
teach all the subject matter as discussed above. In addition, Fung et al. further disclose 
a method wherein the step of reading from a digital secure repository further comprises 
the step of retrieving said digital secure repository from a storage device also keeping 
said digital content. (Page 4, paragraph 46) 
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As per claim 23: 

The combination of Okamoto et al., Fung et al., Arima, Ginter and Olsen et al. 
teach all the subject matter as discussed above. In addition, Okamoto et al. further 
disclose a method wherein the step of decrypting said digital content further comprises 
the step of retrieving said digital content from a storage device. (Col. 2, lines 4-5 and 
Col. 3, line 61) 
As per claim 24: 

The combination of Okamoto et al., Fung et al., Arima, Ginter and Olsen et al. 
teach all the subject matter as discussed above. In addition, Okamoto et al. further 
disclose a method wherein the step of decrypting said digital content further comprises 
the step of retrieving said digital content from over a communication link as downloaded 
or streaming data. (Col. 9, lines 50-58) 
As per claim 26 and 27: 

Okamoto et al. a method for binding digital content to a rendering device, the 
method comprising the following steps: 

if binding is allowed according to the rights stored in said digital secure 
repository, receiving the respective document encryption key encrypted with the 
rendering device's public key, and storing the encrypted key for later decrypting the 
respective digital content. (Col. 6, lines 49-51 and Col. 6, line 55) 

Okamoto et al. further disclose a communication means between the distribution 
server and the user device and checking distribution condition by comparing the number 
of digital data; of which the same consumer registered in the history data is authorized 
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to receive the distribution, and the distribution condition information. (Col. 6, lines 28- 
35). In addition, Okamoto et al. teaches encrypting means for encrypting the decryption 
key using a key that is created based on the media ID received from the user device. 

Okamato et al. do not explicitly disclose establishing a connection from said 
rendering device to a digital secure repository, said digital secure repository being 
associated with a user independently of a particular user device and storing access 
rights to said digital content granted to said user by a provider and a list of authorized 
rendering devices on which said user is allowed to render said digital content so as to 
allow said user to render said digital content on an authorized rendering device in 
accordance with the access rights stored in said digital secure repository without 
requiring additional authorization from an external authority; and requesting from said 
digital secure repository digital content rights for specified digital content; and document 
encryption key encrypted with the rendering device's public key. 

Fung et al. in analogous art, however, disclose 

establishing a connection from said rendering device to a digital secure 
repository; (Page 1, paragraph 8, ...each client is associated with a universal mobile 
ID...) 

requesting from said digital secure repository access rights for specified digital 
content. (Page 2, paragraph 15) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the device disclosed by Okamoto et al. to 
include establishing a connection from said rendering device to a digital secure 
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repository; requesting from said digital secure repository digital content rights for 
specified digital content. This modification would have been obvious because a person 
having ordinary skill in the art would have been motivated to do so, as suggested by, 
Fung et al. (Page 2, paragraph 14) in order to assemble the digital material which is 
send to the client device by using the access information which is contained in the 
Universal Mobile ID. 

Both references do not explicitly disclose a digital secure repository being 
associated with said user independently of a particular user device and storing access 
rights to said digital content granted to said user by a provider and a list of authorized 
rendering devices on which said user is allowed to render said digital content so as to 
allow said user to render said digital content on an authorized rendering device in 
accordance with the access rights stored in said digital secure repository without 
requiring additional authorization from an external authority. 

Arima in analogous art, however discloses a storing unit that is being associated 
with said user independently of a particular user device and storing access rights to said 
digital content granted to said user by a provider and a list of authorized rendering 
devices on which said user is allowed to render said digital content on an authorized 
rendering device in accordance with the access rights stored in said digital secure 
repository without requiring addition authorization from an external authority. (Page 3, 
paragraph 30; Page 4, paragraph 46) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the device disclosed by Okamoto et al. 
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and Fung et al. to include a digital secure repository being associated with said user 
independently of a particular user device and storing access rights to said digital content 
granted to said user by a provider and a list of authorized rendering devices on which 
said user is allowed to render said digital content on an authorized rendering device in 
accordance with the access rights stored in said digital secure repository without 
requiring addition authorization from an external authority. This modification would have 
been obvious because a person having ordinary skill in the art would have been 
motivated to do so, as suggested by, Arima (Abstract) in order to create a storing unit to 
store the digital contents ordered by a customer and creating a list for transmission to a 
player terminal and a transmitter that sends content selected by a customer to another 
player terminal. This way, the digital content is accessed by authorized customer and is 
transmitted to one or more player terminals registered as authorized terminals. 

In addition, Arima further discloses a sales center server has a storage for storing 
information on the website accessed by the user terminal and information on digital 
contents. The sales center has a function of accepting a purchase request for digital 
contents from the user and accessing the server having the customer's digital contents 
rack as a delivery destination. (Page 3, paragraph 32) 

None of the references explicitly disclose a digital secure repository being 
accessible to said user independently of said provider. Ginter in analogous art, 
however, discloses a digital secure repository being accessible to said user 
independently of said provider. (Col. 33, lines 10-15) Therefore, it would have been 
obvious to one ordinary skill in the art at the time the invention was made to modify the 
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method disclosed by Okamoto, Fung and Arima with Ginter in order to have a virtual 
distribution system that may be used to protect rights of various participants in 
electronic commerce or other electronic facilitated transactions. (Abstract; Ginter) 

None of the references, however, explicitly disclose document encryption key 
encrypted with the public key associated with said rendering device. Olsen et al. in 
analogous art, however, disclose document encryption key encrypted with the public 
key associated with said rendering device. (Page 4, paragraph 54; ...a public key 
system is used to cipher the video decryption keys, ...) Therefore, it would have been 
obvious to a person having ordinary skill in the art at the time the invention was made to 
modify the device disclosed by Okamoto et al., Fung et al., Arima and Ginter to include 
encrypting document encryption key associated with the requested digital content with 
the public key associated with said digital secure repository. This modification would 
have been obvious because a person having ordinary skill in the art would have been 
motivated to do so, as suggested by, Olsen et al. (Page 5, paragraph 55) in order to 
protect the keys during transmission from Content Distribution Portal to the Rendering 
Device. 

As per claims 28 and 29: 

Okamato et al. teach a method for storing digital content from a rendering device 
onto a storage device, the method comprising the following steps: . 

if storing is allowed according to the rights stored in said digital secure repository, 
receiving the respective document encryption key encrypted with the respective public 
key of all rendering devices registered in said digital secure repository, and storing the 
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encrypted keys together with said encrypted digital content on said storage device. 
(Col. 3, lines 64-67 and Col. 6, lines 49-56 Col. 7, lines 23-34) 

Okamoto et al. further disclose a communication means between the distribution 
server and the user device and checking distribution condition by comparing the number 
of digital data; of which the same consumer registered in the history data is authorized 
to receive the distribution, and the distribution condition information. (Col. 6, lines 28- 
35). In addition, Okamoto et al. teaches encrypting means for encrypting the decryption 
key using a key that is created based on the media ID received from the user device. 

Okamato et al. do not explicitly disclose establishing a connection from said 
rendering device to a digital secure repository; requesting from said digital secure 
repository digital content rights for specified digital content; document encryption key 
encrypted with the respective public key of all rendering devices; and said digital secure 
repository being associated with a user independently of a particular user device and 
storing access rights to said digital content granted to said user by a provider and a list 
of authorized rendering devices on which said user is allowed to render said digital 
content so as to allow said user to render said digital content on an authorized 
rendering device in accordance with the access rights stored in said digital secure 
repository without requiring additional authorization from an external authority. 

Fung et al. in analogous art, however, disclose 

establishing a connection from said rendering device to a digital secure 
repository; (Page 1, paragraph 8, ...each client is associated with a universal mobile 
ID...) 
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requesting from said digital secure repository digital content rights for specified 
digital content. (Page 2, paragraph 15) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the device disclosed by Okamoto et al. to 
include establishing a connection from said rendering device to a digital secure 
repository; requesting from said digital secure repository digital content rights for 
specified digital content. This modification would have been obvious because a person 
having ordinary skill in the art would have been motivated to do so, as suggested by, 
Fung et al. (Page 2, paragraph 14) in order to assemble the digital material which is 
send to the client device by using the access information which is contained in the 
Universal Mobile ID. 

Both references do not explicitly disclose said digital secure repository being 
associated with a user independently of a particular user device and storing access 
rights to said digital content granted to said user by a provider and a list of authorized 
rendering devices on which said user is allowed to render said digital content so as to 
allow said user to render said digital content on an authorized rendering device in 
accordance with the access rights stored in said digital secure repository without 
requiring additional authorization from an external authority. 

Arima in analogous art, however discloses a storing unit that is being associated 
with said user independently of a particular user device and storing access rights to said 
digital content granted to said user by a provider and a list of authorized rendering 
devices on which said user is allowed to render said digital content on an authorized 
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rendering device in accordance with the access rights stored in said digital secure 
repository without requiring addition authorization from an external authority. (Page 3, 
paragraph 30; Page 4, paragraph 46) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the device disclosed by Okamoto et al. 
and Fung et al. to include a digital secure repository being associated with said user 
independently of a particular user device and storing access rights to said digital content 
granted to said user by a provider and a list of authorized rendering devices on which 
said user is allowed to render said digital content on an authorized rendering device in 
accordance with the access rights stored in said digital secure repository without 
requiring addition authorization from an external authority. This modification would have 
been obvious because a person having ordinary skill in the art would have been 
motivated to do so, as suggested by, Arima (Abstract) in order to create a storing unit to 
store the digital contents ordered by a customer and creating a list for transmission to a 
player terminal and a transmitter that sends content selected by a customer to another 
player terminal. This way, the digital content is accessed by authorized customer and is 
transmitted to one or more player terminals registered as authorized terminals. 

In addition, Arima further discloses a sales center server has a storage for storing 
information on the website accessed by the user terminal and information on digital 
contents. The sales center has a function of accepting a purchase request for digital 
contents from the user and accessing the server having the customer's digital contents 
rack as a delivery destination. (Page 3, paragraph 32) 

/ 
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None of the references explicitly disclose a digital secure repository being 
accessible to said user independently of said provider. Ginter in analogous art, 
however, discloses a digital secure repository being accessible to said user 
independently of said provider. (Col. 33, lines 10-15) Therefore, it would have been 
obvious to one ordinary skill in the art at the time the invention was made to modify the 
method disclosed by Okamoto, Fung and Arima with Ginter in order to have a virtual 
distribution system that may be used to protect rights of various participants in 
electronic commerce or other electronic facilitated transactions. (Abstract; Ginter) 

None of the references, however, explicitly disclose document encryption key 
encrypted with the respective public key of all rendering devices. Olsen et al. in 
analogous art, however, disclose document encryption key encrypted with the 
respective public key of all rendering devices. (Page 4, paragraph 54; ...a public key 
system is used to cipher the video decryption keys, ...) Therefore, it would have been 
obvious to a person having ordinary skill in the art at the time the invention was made to 
modify the device disclosed by Okamoto et al., Fung et al., Arima and Ginter to include 
encrypting document encryption key associated with the requested digital content with 
the public key associated with said digital secure repository. This modification would 
have been obvious because a person having ordinary skill in the art would have been 
motivated to do so, as suggested by, Olsen et al. (Page 5, paragraph 55) in order to 
protect the keys during transmission from Content Distribution Portal to the Rendering 
Device. 

Conclusion 
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Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Shewaye Gelagay whose telephone number is 571-272- 
4219. The examiner can normally be reached on 8:00 am to 5:30 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on 571-272-3865. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 



Application/Control Number: 09/982,203 



Page 30 



Art Unit: 2137 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

Shewaye Gelagay j>^^ 
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